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These form the basis for project planning. The purpose of the project scope document is to document the boundary of the project. Projects are made up of one or more phases which collectively represent the activities and tasks involved in a project. Julio CasablancaTechnical Instructor, Palo Alto Networks “ ” The CCISO Course gave me the breadth
and depth of knowledge to supplement my existing experience to allow me to feel confident in my next career move to CCISO. The requirements provide the foundation for defining the project scope. I have been working as a technical manager for a very long time and couldn’t correlate the technical operations with the upper management
perspective. Monitoring and Controlling: Measure project performance, monitor deviations, and take corrective actions. This includes both internal and external stakeholders. This includes, at a minimum, identifying the scope, developing criteria for measuring success, monitoring and controlling resources, and documenting these items in a plan. In
either case, the CISO should be familiar with project management principles and techniques. This is used to ensure that there are not deviations in the project that lead to scope creep and that there are well-defined project objectives so that success is tangible. The key initiatives that take place in the initiating phase include the following: Collect
requirements Define the project scope Identify and interview stakeholders Define assumptions and constraints Establish the general project budget and timeline Develop the project scope document Collect Requirements Every project must have a set of requirements, a collection of capabilities or items that are required in the final deliverable to meet
the project objectives. The scope of a project defines the boundary of the project. While these phases are discussed sequentially, in practice they may be implemented sequentially, iteratively, or concurrently. Develop the Project Scope Document All the components described in the initiating phase should be captured and the information integrated
into a project scope document. Define the Project Scope As part of project initiating, it is important to put some kind of boundary on the work to be done. It is important to apply good project management practices to projects of all sizes. Other times the requirements are developed as part of the project. Stakeholders are sometimes classified based on
their influence, interest, and power. Stakeholder identification is typically accomplished through interviews, lessons learned, brainstorming sessions, or utilizing checklists. Project management may not be formalized for all projects. Carl TesselaarSr. Security Engineer at Kurtosys “ ” It was really an intense 4 days where I had the chance to get
insight to the business side of security operations. The budget may not be very detailed in the initiating phase; however, it is important to have an estimate of what the general budget for the project will be. Constraints can be business oriented or technically oriented. Everything, slides, the instructor and the book are prepared with care and full with
lots of useful information that points to the exact information nothing less but more...I strongly suggest this course to those who are planning to be participating in security operations on a high level seat. Are you ready to become a CCISO? Once one of the three prerequisites is fulfilled, candidates must achieve a passing score of at least 72% on the
multiple-choice, 150-question exam. It is the work that is required to fulfill the customer requirements. Project management should be put in place to ensure that each phase of the project is followed. The project management process groups can be tailored and customized to fit the organization's needs. The following excerpt of Chapter 3, "Security
Program Management and Operations," is a comprehensive guide to security project management -- one of the four main components of security program management which a CISO oversees. The Certified CISO (CCISO) program is the first of its kind training and certification program aimed at producing top-level information security executives.
Some members of the Board contributed as authors, others as exam writers, others as quality assurance checks, and still others as trainers. My experience with the EC-Council CISO workshop was unmatched by any of the boot camps I have taken, or lead in the past. There is always a trade-off in project management. The insight and additional
knowledge gained will serve me well as i push forward in my career. A core group of high-level information security executives, the CCISO Advisory Board, contributed by forming the foundation of the program and outlining the content that would be covered by the exam, body of knowledge, and training. Each segment of the program was developed
with the aspiring CISO in mind and looks to transfer the knowledge of seasoned professionals to the next generation in the areas that are most critical in the development and maintenance of a successful information security program. The program covers five infosec management domains: Governance and Risk Management Information Security
Controls, Compliance and Audit Management Security Program Management & Operations Information Security Core Competencies Strategic Planning, Finance, Procurement and Vendor Management To sit for the CCISO exam, candidates must meet one of three experience requirements: self-study, which involves completing five years of
experience in each of the five domains; training, which requires taking the official CCISO training and having five years of experience in three of the domains; or the associate CISO program, which includes completing the EC-Council Information Security Manager certification -- a lighter version of the CCISO exam -- as well as official CCISO training
and five years of experience in three of the domains. The work required in collecting the requirements can vary. Figure 3-5: Good, fast, or cheap -- pick two Project Management Institute The Project Management Institute (PMI) is a professional association focused on project management certification and education. Constraints: Limitations or
restrictions to the project's schedule, resources, quality, budget, scope, or risk that may impact the project during executing (for example, resource X can be tested only during the weekends). It was great to hear form other candidates during this class as we discussed the content of each domain. PMI develops standards, conducts research, produces
publications, hosts conferences, and facilitates networking and collaboration for project management professionals. Ultimately, project management as a practice is focused on managing and controlling these three fundamental components to achieve the goals of the project. There are many project management models from which to choose.
Successful projects are completed on time (schedule), within cost expectations (budget), and achieve the technical and business objectives (scope). The CCISO Certification is an industry-leading program that recognizes the real-world experience necessary to succeed at the highest executive levels of information security. This training gave me the
chance to find the missing link. My company is at that point where we are thinking of maturing our internal process by creating and maintaining security standards. The extent of formalization may be governed by project size or importance; however, good project management principles should be applied to all projects. The CCISO does not focus
solely on technical knowledge but on the application of information security management principles from an executive management point of view. It was refreshing the hear the views of every one participating and then get the full explanation from the proctor in the class. Assumptions: Beliefs or expectations in planning based on knowledge or
experience that may not be certain, true, or real (for example, assume that resource X will be available for the duration of the project). Stakeholders with a high degree of influence and interest who can directly affect project output are sometimes referred to as key stakeholders. Depending on the feasibility of the solution, this may warrant the
creation of a project. Closing: Formal acceptance and organized closing of the project. Assumptions are beliefs that may turn out to be false, and constraints are restrictions or barriers to project execution. Project management includes identifying and controlling resources, measuring progress, and adjusting the plan as needed as progress is made.
The CISO may directly serve as the project manager for some or all security projects, or the CISO may delegate others to serves as project managers. PMI's flagship certification is the Project Management Professional (PMP), but it also provides training and certification for the following: Program Management Professional (PgMP) Portfolio
Management Professional (PfMP) Certified Associate in Project Management (CAPM) PMI Professional in Business Analysis (PMI-PBA) PMI Agile Certified Practitioner (PMI-ACP) PMI Risk Management Professional (PMI-RMP) PMI Scheduling Professional (PMI-SP) AXELOS AXELOS is a global best practice organization that provides certification and
training in a variety of subject areas, including project management, IT service management, and cybersecurity. In some cases, the requirements are provided by the customer or defined prior to the beginning of the project. This is an exciting proposition, one that I would have struggled to conceptualize before now - but having attended the EC-
Council CCISO training, I am armed with an in-depth knowledge of information security concepts, principles and procedures to drive my organization to reach full maturity in no time. Mezie EmelonyeCTO at Yudala Limited EC-Council’s CCISO Program has certified leading information security professionals around the world. Assumptions and
constraints are documented at a high level during the initiating phase and should be tracked during the project life cycle. First, a business need or problem must be identified, and a potential solution discussed. The goal of project management is to ensure that every project achieves the desired outcome on time and within budget. Candidates who do
not yet meet the CCISO requirements but are interested in information security management can pursue the EC-Council Information Security Management (EISM) certification. Test-takers have 2 1/2 hours to complete the exam, which is designed to test three cognitive levels: knowledge, application and analysis. The requirements that are provided
may vary in detail, and additional information gathering sessions may be required to create clear and complete requirements. Ali IsikliSr. Technical Lead at Aselsan Inc. This is accomplished by choosing and following a project management model. Figure 3-4: Project management fundamentals Project Management Training and Certifications There
are several project management certification bodies; two well-known ones are the Project Management Institute and AXELOS. SearchCloudSecurity SearchNetworking SearchCIO SearchEnterpriseDesktop SearchCloudComputing ComputerWeekly.com This interdependency is illustrated in Figure 3-4. A well-defined, documented, and monitored
scope is an important factor in a project's success. In this section we examine project management by breaking down each of these processes and discussing the components of each. The scope should outline what is and is not included in the project. These small projects can end up costing the organization significant time and resources if they are not
properly managed. Define Assumptions and Constraints In the initiating phase, the possible assumptions and known constraints should be captured and documented. Some organizations focus project management efforts on large projects and tend to neglect small projects. Figure 3-6: Phases of project management Initiating Before a project can
begin, up-front work must be completed in the initiating phase. Establish the General Project Budget and Timeline The initiating phase includes discussing and estimating the initial budget for the project. Find out what steps you need to take to get certified! Learn More If you aren’t phishing your staff, somebody else might be! Learn More Checkout
our upcoming live in-person training schedule for training in a city near you! Learn More Attend a CISO event & connect with other CCISOs and cyber security companies! Learn More Our resources page has white papers, webinars, podcast episodes and more! Learn More “ ” I work as a technical training for the largest Next Generation Firewall
vendor in the US. Project management is the lowest level in the management hierarchy (portfolio, program, and project). The scope includes the project goals, requirements, stakeholders, schedule, and budget. His guidance and explanations where top shelf and I have to thank you for delivering an extremely well thought out course. The AXELOS
certification tracks include the following: IT Service Management (ITIL) Cyber Resilience (RESILIA) PRojects IN Controlled Environments (PRINCE2) PRINCE2 Agile AgileSHIFT Managing Successful Programmes (MSP) Management of Risk (M_o_R) Portfolio, Programme and Project Offices (P30) Portfolio Management (MoP) Management of Value
(MoV) Good project management allows a project to move in the right direction by allocating appropriate resources, providing leadership, and planning for events that may cause the project to drift astray. This information is documented to ensure their requirements are clearly understood. For example, some stakeholders may be performing the
work, others may be affected by the work, and others may be the recipients, such as a customer, business owner, or investor. The manner in which these elements are applied determines the quality of the project. These organizations provide a range of benefits to the community, including publications, forums, conferences, networking opportunities,
and best practice resources, and offer certifications and training for continuous learning. Planning: Develop a plan to ensure the project meets the scope, time, and cost goals. I spent a week with top level security managers lead by a top security expert in the industry culminating with a positive testing experience. The model outlined in this book is
based on the PMI Project Management Body of Knowledge (PMBOK) process groups, outlined in Figure 3-6, which include the following: Initiating: Identify the business need and define the project. Executing: Coordinate resources to execute the project plans. Identify and Interview Stakeholders As part of project initiating, stakeholders should be
identified and interviewed and their needs should be assessed. Both can add to project risk and effect project requirements, which is why it is critical to document, analyze, and monitor them throughout the project. “ ” I can easily assume that I benefited the most from attending this batch of the EC-Council CCISO program. Kevin ShawHead of
Information Security University of Southampton “ ” I have to comment on the content and the delivery of this content. After the training, I now have the rare opportunity to implement all the dictates of the 5 CCISO domains practically within my enterprise. The program was developed by sitting CISOs for current and aspiring CISOs. In order to sit for
the CCISO exam and earn the certification, candidates must meet the basic CCISO requirements. I would recommend the course to any of my friends. In practice, the monitoring and controlling process occurs during the executing phase and to some degree in the initiating, planning, and closing phases. In CCISO Certified Chief Information Security
Officer All-In-One Exam Guide, published by McGraw Hill, authors Steven Bennett and Jordan Genung provide a comprehensive technical and strategic training resource on the roles and responsibilities of a CISO, including practice CCISO exam questions. The project scope document captures all scope data and high-level decisions regarding the
project and typically contains the following, at a minimum: Scope definitions Stakeholder inputs Assumptions and constraints Budget and time frame Initial schedule and resources The project scope document may also be referred to as the scope statement. By Katie Donegan, Associate Site Editor McGraw Hill Education EC-Council's Certified CISO
program was designed to develop top-level infosec leaders and is the only CISO-specific security certification included in the U.S. Department of Defense's approved baseline certifications per Directive 8140/8570. This section discusses some of the fundamental tenants of project management and provides a walkthrough of the project management
process. Stakeholders are people with a vested interest or stake in the project. The stakeholders are interviewed and assessed to determine their needs, expectations, and definition of success for the project. Project Management Fundamentals Similar to the CIA triad (confidentiality, integrity, and availability) of information security, project
management also has a triad, composed of the following elements: Scope: Boundary of work to be performed Schedule: Timeline to perform the work Budget: Cost and resources required to perform the work If one of these components changes, the other two components usually are affected. Internal stakeholders: Individuals within the organization
such as team members, business area managers, senior executives, and so on External stakeholders: Individuals external to the organization such as customers, vendors, users, contractors, suppliers, or investors The stakeholders are identified and their details documented, including, at a minimum, their names, roles, contact information, and areas
of interest. For example, changes to the scope of a project will likely affect the project budget and schedule. Decisions around cost, schedule, and scope affect the quality of the project deliverables. The project timeline also needs to be discussed and estimated to predict when the results generally need to be delivered. In the model depicted in Figure
3-6, the monitoring and controlling process occurs throughout the project. A poorly defined project scope can result in one or more of the following: Scope creep: Uncontrolled growth in a project's scope due to the addition of requirements, desires, or targets Cost overrun: Unexpected costs incurred during the course of a project that are in excess of
budgeted amounts Schedule overrun: Unexpected schedule delays incurred during the course of a project Scope is defined in a project scope document or scope statement, which describes project deliverables and outcomes. In addition, the initiating and planning phases may happen simultaneously in some organizations.
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